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You have probably heard of t he AN

telephone <call from someone purport.i
your computer is infected. The <call e
your computer <c¢cleaned I mmediatel vy, a
fee. He can do this by remotely 1|1 o0gg

Of cour se, Mi crosoft NEVER <call s
i s i nfected. | f you grant the call el
your computer with malicious softwar

him to access your bank account and

Recentl vy, I recei ved a call fror
Depart ment 0.

puter iIs infected, you
at doesndét sound good,
em sir, | can take ca

Rogéai¥our <co
Meid Oh no, t
RogéaNbp prob r
e, my computer was not i nf
hat your computer I's 1 nfeq
x it for you from remote.
op (li ke McLean Micro) an

Fortunately, I had a virtual ma c h i
you donot know what a virtual ma c hi
window on your real computer. | t ru
completely isolated from the real <co

| was able to observe everything I
And since | am a computer/ network te
at my job), | was able to fool AnRoge

During our remote sessions (which
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ut me on hold to consul' t with his i

When he Aputs me on hol do, | 6m not
n at the Atechnical centero. | t s ol
nder the direction of one or more s
| t ' s obvious that ARogero i s wol
appens that he doesnét know how to
oesnot have a charge card), he ask
Roger 0o appears to have I|little techn
ool ed

You might ask why | woul d want to
nstead of just hanging up. There ar

wanted to see exactly what t hes

I
computer from remote.
When they are trying to scam me, th
to spot and deal with this type of
I may be able gather information t
preventing this type of scam in t he
someone being scammed right now).
]t can be fun to outsmart a scammer
when | had to cover the mouthpiece
| aughing.
| f youbre going to try to scam sol
ompetent than you are, you arenot g
Note that when | refer to ARoger o0,
n the phone, but to the person or |
emot e. I believe that the ARogero
i ctim hears, and that much of the r
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{= LogMeln123.com - Remote Support - Windows Internet Explorer

——

e IO https: //secure logmeinrescue, com/Customer (Code, asps v B |4 x If: Bing | P~

File Edit Vew Favorites Tools Help
i Favorites | 55 ] Sugoested Sies v 8] Free Hotmall £ W/eb Slice Galery -

e - »
‘OLogMeIn123.com—RemoteSupport ‘ ‘ @ * B [ m= v Page~ Safety ~ Tools ~ @v

Iy Support Connection

How It Works (>

We take security seriously. Report Abuse

Done € Internet fa | Ri100% ~
'I" start / LogMeIni23.com —R...

Sessi on One

The first thing a scammer needs i s a
a site, secure.l ogmeinrescue. com, W
ARogero remote access to my computer

Since | had a virtual machine ready,

To clarify, the sections fASession On
days, and they are not my only phone
days when | all owed him remote acces

4
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{= LogMeln Rescue - Remote Access Software and Remote Control Software - Windows Internet Explorer

G@V lo https://secure logmeinrescue.com/Customer TrialWarning. asprcode=950215 V[ g | X I:_:j Bing [=|

File Edit Vew Favorites Tools Help

Galery v

i Favorites | 53 @] Sugoested Sites @] Free Hotmail €| Web Slice Galler

M v B [ = - Page~ Safety v Tools v @~ 2

\ k:) LogMelIn Rescue - Remote Access Software and Rem. .. ‘_‘
© LogMeln Rescue &

Be cautious taking unsolicited calls for
support

Only accept support from people you trust. This technician is using a
trial version of LogMeln Rescue. (»

Exit
Report Abuse
Copyright ® 2005-2012 LogMeln, Inc. All rights reserved. Legsl Ssle
€ Internet da v ®100% v

https: fjsecure.logmeinrescue. comfCustomer/ TrialWarning. aspx?op=submit
#e O X 9,0 8:50PM

‘s Start /> LogMeIni23.com —R...

I di dnot ask MnNnRogero about the warn

access utility, | didndt want to ask

he knew he wasndét scamming me, h e

—n

LogMel nRescue is a | egitimate servi
clients computers from remote to fix
to access Yoatr ondwypmputtewyou | et t hem.
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B Event Viewer,

File Action View Help

c» @B @®E

Lﬁ] Event Yiewer {Local)
4| Application
4| Security
i) System
Internet Explorer

Type

e Error
0 Error
0 Error
Q Error

Error

QError

Error
QErmr
&Warning
A Warning
ﬁ Warning
_'S Warning
B Warning
A Warning
@Information
@Information
@Information
@Information
@Information
@Information
@Information
@Information
@Information
@Information
<

Date
8/20{2013
8/20/2013
8/20{2013
8/20{2013
8/20/2013
8/20{2013
8/20{2013
8/20/2013
10/4/2011
10/4/2011
10/4f2011
10/4/2011
8f20{2013
8/20/2013
10/4/2011
10/4/2011
10/4/2011
10/4/2011
10/4f2011
10/4/2011
10/4/2011
10/4/2011
10/4/2011
10/4/2011

Time

6:17:03 PM
6:17:03 PM
6:17:06 PM
6:17:06 PM
6:23:23 PM
6:23:23 PM
6:23:26 PM
6:23:26 PM
9:12:29 PM
9:12:31 PM
§:59:36 PM
§:59:46 PM
6:16:56 PM
6:23:17 PM
4:50:30 PM
4:50:30 PM
4:50:11 PM
4:50:11 PM
§:58:04 PM
8:58:36 PM
9:04:35 PM
9:07:47 PM
9:09:14 PM
9:09:14 PM

Source
W32Time
W32Time
W32Time
W32Time
W32Time
W32Time
W32Time
W32Time
Print
Print
Dhep
Dhcp
Dhep
Dhep
eventlog
eventlog
serial
serial
eventlog
‘Workstation
Http
Setup
eventlog
eventlog

f @ (Trial version) HP...

Py
'y Sta!‘t

B Event Viewer

ARoger o opened my event viewer and e
viruses and infections

RogédEach of these red and yell ow mar
bad. Very ver bad. 0

Il n reality, t virtual machi ne was
warnings in t event | ogs are nor ma
there was not ng wrong with the com

t he
uses

Not e I n
(whi ch

taskbar
LogMel nRescue) .

t hat

the remote



Q 83 Prince Edward Street Saint John, N.B. E2L 3S1
MCLEAN MIC RO Phone: 506 -658-0486 Fax: 506 -658-9652
Email: mclmicro@mcleanmicro.ca
www.mcleanmicro.ca

Professional Computer Services Since 1993

{2 [Invalid] Markup Validation of http:/fwww.google.ca/ - W3C Markup Validator - Windows Internet Explorer
@\-\—:j' l ttp:/fvalidator.w3.orgfcheck?uri=www, google. catcharset="%28detect+automatically%298doctype=Inli |M| [ A | | €2 || X l Bing ‘ L~

File Edit View Favorites Tools Help

¢ Favorites | g @] Suggested Sites ~ @] Free Hotmail @] Web Slice Gallery ~
'[Invalid] Markup Yalidation of http:ﬂwwwi.google.ca,: a8 " = v Page v Safety v Tools~ @~ 2
A
Markup Validation Service
o Check the markup (HTML, XHTML, ...) of Web documents B
Jump To: Notes and Potential Issues Validation Output
Errors found while checking this document as HTMLS!
Result: 27 Errors, 4 warning(s)
Address : http://www.google.ca/
Encoding: is0-8859-1 | (detect automatically) v
Doctype: HTMLS [(detect automatically) ]
Root Element:  html
The W3C validators are hosted on server technology donated by HP, and supported by community 4306
I donations.
Donate and help us build better tools for a better web.
Options
b
Dane & € Internet fa v ®100% -

4 s start LI Computer Management @(Trial version) HP Care /= [Invalid] Markup Yalid. .. O % '2,% 821PM

Next, ARoger 0 opened my browser (In
val i dati on page. He entered the Go
generated a number of errors and war

These, he explained, were further 1iIn
computer

Obviousl vy, any HTML errors on the Go
to do with my computer. I didndot asl
technically chall enged, so played al
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‘4 start
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ARoger o

have
nst al
owed
h e

[®] pAdvanced WindowsCare ¥2 Personal

. Advanced 7
A% WindowsCare 2

- Personal

Operation System: AY Microsoft Windows XP
Processor Info: <@ Intel(R) Core(TM) i7 CPU
Video Device: BB YMware SYGA I
Physical Memory: & 2047MB

[V|Spyware Removal

Scan and remove Spyware and Adware

[V|Security Defense

Prevent Spyware from being installed in your PC

[VIRegistry Fix

[V|System Optimization

Optimize and repair system configuration
[V|Startup Manage

Control and optimize Windows startup items
[V|Privacy Sweep

Erase your activity history and surfing traces
[VIJunk Files Clean

Clean up junkfiles and recover disk space

Phone: 506 -658-0486 Fax: 506 -658-9652

Email: mclmicro@mcleanmicro.ca
www.mcleanmicro.ca

Restore Center Tools Options

950 ...

2 problems found.
Show details...

32390 items unprotected.
Show detEils,.,

33 problems found.
Show details...

84 problems found.
Show details...

2 items found.
Show details...

7 problems found.
Show details...
11MB files found.
Show details...

@ Need More Windows Care Services?

UpgradeNow!

- e

" O cComputer Management | @) (Trial version) HP Care " /7 [tnvalid] Markup valid...

transfers

never hear d
I of Wi ndows
ARoger o t
ndows

EX advanced WindowsC... H 2 i O %9, 8:26PM

v

software to

o f ARnAdvanced
sné6t going to

O access had

neve
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{= hpcare - Rates And Services - Windows Internet Explorer

A=) i . (%[ (o]~
@.\—J' [é 0:/{hp: webs.com/r 3 5 3 v‘ #([X] |i&Bing - | P

File Edit View Favorites Tools Help

o7 Favorites | 93 & - v @ FreeHotmail & | e Gallery ~

. = »
& hpcare - Rates And Services I | | e -~ Page~v 3afety~ Tools~v @~

Diagnostic & repair of your software issues.
Troubleshooting software errors.

Updating drivers and security to protect against
online threats.

Connecting to the Internet, devices and peripherals.
Optimizing your PC’s speed and Performance.

a) Clear Internet Cache Files

b) Clear Browser History and Cookies
c) Clear Temporary Windows Files

d) Clear Recent Windows Files

e) Clear Temp Folder

f) Clear Prefetch

g) Clear Event Log

h) Clear Recycle Bin

i) Clear Clip Board

2.System Diagnostics

a) Check your Disk R -
b) Scan and Fix System Files

c) Check your Disk Space

d) System Info

e) Port Scan

f) Disk Defragmentation

SOFTWARE PROTECTION

€ Internet ‘h v H100% <

P —— r i = P 3 I
1 s start O Computer Manag. .. @ {Trial version) HP... /> hpcare - Rates &... EX advanced Windo... e CIWINDOWS!sy. .. 2] ? £

After poking around my system for a
properties, and doing some wusel ess
convince me of the | evel of I nfectio
correct t hem), we wind up at a page
Ssystem.

These fAserviceso include (among oth
clearing my <c¢lip board, al | for the
| i feti me support! iButyoaus fyadu wiolrl tshes
able to steal far more than the ini
any further help from you

t
h
S
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ttp: /Awww.westernunion.ca/WUCOMWEB/staticMid. do?method=load&pagename=agentLocator - Windows Internet Explorer

- &

westernunion.ca

File Edit View Favorites Tools Help

1.p Favorites | 55

55 |~ | @ hpcare - Rates And Services nhttp:ﬁwww.westernunio. Rk

WESTERN

:: start

MediBut Roger, | donoét have a charge
Rogatet me put you on hold while | t
Rogéaok, I need you to go to Western
Payment wi | | be made to the faccount
been fAoutsourced to Indiao, so that
ARogero trusts me, so he will begin

e

€]

v € | Free Hotmail

UNION

Canada

moving money for better

('O computer ...

Western Union Location

Print  Share

= Return to Results

MONEY MART #0648
85 Prince Edward St
Saint John, NB E2L 381
506-636-8574

Schedule for next 7 Days

Monday 9:00 AM - 9:00 PM
Tuesday 9:00 AM - 9:00 PM
Wednesday 9:00 AM - 9:00 PM
Thursday  9:00 AM - 9:00 PM
Friday 9:00 AM - 9:00 PM
Saturday  Closed

Sunday Closed

Services

Payments

Quick Collect

Money Order

loney Transfer

i
NV e Money Transfer
Money Transfer to a Bank Account

r@ (Trial versio...

(‘ http:f frww, ..

About Us | Investor Relations | Transfer Status | ContactUs | Help

["EX advanced ...

10

v|i4y X

Signin Register | Consumer Services

r.cﬁi' CAWINDO. ..

Q Internet
[P wesTERN L.

Find a Location

g -

B ° [o'g'u,'v 8:39 PM
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Disk Cleanup | Mare Options |

> You can use Disk Cleanup to free up to 406,275 KB of disk
S spaceon (C).

Files to delete:

|#] Setup Log Files 1.091KB A
|#] Temporary files 0KB
E] WebClient/Publisher Temporary Files 32KB
[ 'Z Compress old files 405.117K P T
@ Catalog files for the Content Indexer 0KB o

Total amount of disk space you gain: 1,158 KB pred on This Computer

Description

Downloaded Program Files are ActiveX controls and Java applets MQ‘%LC’J'B‘W%

downloaded automatically from the Internet when you view certain ‘- G i - _— Z
pages. They are temporarily stored in the Downloaded Program | General | Tools | Hardware | Sharing | Quota |

Files folder on your hard disk. Disk Cleanup for (C:)

- - \?/ Are you sure you want to perform these actions?
View Files

— 7 [ 1esl,§._j [ Mo ] -

B Free space: 38,633,578.496 bytes

[ Control Panel
Capacity: 42,935,926,784 bytes

Details

Local Disk {C:)
Local Disk

File System: NTFS Diive C Disk Cleanup

Free Space: 35.9 GB
Total Size: 39.9 GB

[ Compress drive to save disk space

Allow Indexing Service to index this disk for fast file searching

[ 0K ][ Cancel ] Apply

v

ARogero installs more software on my
runs very quickly i n a virtual ma c h i

iy Start @ {Trial version) HP Care @ (Trial version) hp care ¥ My Computer &. Disk Cleanup for (C:) 3 O X 9,0 8:52PM

ARoger o doesndét need me at this poin
work from remote.

I told him | was going to bed, but
everything he did.

11
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Select the records you want to intercept )
[E=4  Keystrokes Typed
fle7| screenshots
g’} Soclal Metworks
@ ostos v Do you want to receive the log file via E-Mail? O]
U Clipboard '
| File Tracking [#]5end every [0 .: i
[B=  Program Activity E-Mail |singh.raj02@yahoo.com|
IE_J Computer Activity 2y T

E-mail sender  |singh.raj0Zi@yahoo,com
SMTP host | smtp.mail.wahoo, com
Port |65

Account __S_ing_h_-_ra]_D?

Type of log |HTML o
Invisibility (TO)

Hide everywhere

Hide icon fram tray
Hide the program with Ctrl+Alt+Del
Remove shortcut from DESKTOR

Remove shorbcuts from START MEMU

l < Back l | Meot > ‘ [ Cancel l
“E

Now ARogero installs software that
comput er . |l t reads every key you typ
you open, and everything else you do

He sets it to email the | og file eve
undetectabl e.

Usi ng t hi s, ARnRoger o can capture b a
passwords, and everything else that

use this information to steal money

account
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e C:AWINDOWS\system32\cmd.exe

B4/14,2008

UNION

Te

ATF-Cleane

SOFTWARH
SUPPORT

=

software pro
warranty ...

02/06/2009
B4/14,2008
B4/14,2008
04,/14,20088
B4/14,2008
18,04,2011
B4/14,2008
B4/14,2008
04,/14,2008
B4/14,2068
B4/14,2008

B4/14,2008
B4/14,2008

—_—

Free Space % Free Sp
35.95GB 8

Capacity
39.99 GB

s.msc
ruvdrv.dll
sessmgr.exe
sethc.exe
Setuw

setul. bmp
setup.exe
setupapi.dll
setupdll.dll
setupn.exe
setver.exe
sfc.dll
sfc.exe
sfcfiles.
sfc_os.dll
sfmapi.dll

31,232

240,120
23.0840
285,088
414,208
32,768
11,753
5,120
92.728
1,614,848
140,288
23,552

A&k

SOFTWARE PRO ACTIVATION IS RUNNING IN YOUR COMPUTER , SO
PLEASE DO NOT TOUCH THE KEYBOARD OR THE MOUSE AS IT MAY
HAMPER THE ACTIVATION

THANKS

SUPPORT TEAM

Ssir

Are u there ?

=

iy start

sting
comput er

wor k ear
Thi s run
he woul d

F@ (Trial version) HP Care r@ (Trial version) hp care

downl
bef

D® Q

oads
or e

keyboard

~

ty, nSoft
scrolling
to | ook
ning his
s for a |
do this

[7: Disk Defragmenter

and
t hat
or

W e

a
b
| e
money

r
y
Kk

t

e CHWINDOWS!syste. .. ra SOFTWARE SUPPO...

T
= € /i}, 9:24 PM

runs nSoftwar
he wil |l i nst al
mo us e He puts
Pr o Acti vati ol
forever I n a C
It i s doing s
(which, or <co
I me After a w
he was done f o
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{= Track a Money Transfer | Western Union - Windows Internet Explon

@ _— |g‘ Thi s
=L weskernunion.ca C—
s t o
File Edit ‘Wiew Faworites Tools Help
S Favorkes | 95 & ~ @] Fres Hatmall & ] <
= = »
(& Track a Money TransFer | Western Unian - B | pmy v Page = Safety » Tools - (g~
-~
WO-775 DESTINATION INCOMPLETE
MTCH : 8327742553
Transfer Status : In Transit ON HOLD
Tranzfer Amount : $195.00
Transfer Currency : Canadian Dollars
Sender : Dave Maclaine
Sender's Office ID : Money Mart #0643
Sender's Office Address : 85 Prince Edward S5t
Sender's Office City : Saint John
Sender's Office Country : Canada
Sender's Office Postal Code : B3L 351
Receiver : Tamanna Parwveen
Receiver's Office ID : MISSING
Receiver's Office Address : MISSING
Receiver's Office City : Folkata
Receiver's Office Country : India
Receiver's Office Postal Code : MISSING % B
Funds in the amount of $199.00 CON to Tamanna Parveen in Kolkata India are in transit but on
hold.
Due to network infrastructure upgrades, as of August 10, 2013, international transfers from
offices in New Zealand and parts of Canada NMUST specify complete destination details. This
restriction will be implemented on a world wide basis once upgrades are completed.
Please have the sending office enter any information indicated above as missing.
Please Mote: Transactions to certain destinations may take longer or be subject to additional restrictions.
w
2 ! >
/4| Dane € Internet v ®imw v

iy start @) (Trial version) Hp Care | [ RRUNION =M. /2 Track a Money Transf,.,

Session Two
When ARoger o called the next day, I

MefThe girl at Western Union
have I n Canada, I need 0
accounts manager wi | | pi cC
RogéaoOk, | et me put you on
Note the URL above, It appear sActtawapgd
t Il s a fake page on myYeowebcasrerdert
h :

ing i f you are a network technicia

— —

14
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I WESTERN UNION - Notepad

File Edit Faormat Yiew Help

[MONEY MART #0648

85 Prince Edward st
|saint John, NB EZ2L 351
|506-636-8574

lemail---hp.care24@yahoo.com

‘Cust ID---CAN 2023

Receiver : Tamanna Parveen

|Receiver's office ID : Andhra Bank

Receiver's office Address : 101 A B.T Road,kolkata 700090
[Receiver's office City : Kolkata

Recenrer:s office Country : India

Rece1\rer s Office Postal Code : KOLKATA 700090

|[SHOPPERS DRUG MART-CANADA POST
More Information

|SHOPPERS DRUG MART-CANADA POST
|57 LANSDOWNE AVE

SAINT JOHN, NE E2K 229

[(506) 634-1774

%.AWTDNS DRUGS-CANADA POST
More Information

|[LAWTONS DRUGS-CANADA POST
(39 KING ST

[SAINT JOHN, NB E2L 4w3
(506) 634-1422

;; start r@u:jTri.al wersion) HP Care r[-, WESTERM UNION - 1. . B WESTERN UNIOM - M... r,f‘ Moneyiaram Canada -... g ° f< gL e #, G114 PM
ARoger o agrees to provide the requir
i n. He tells me to be sure to go bac
i nformation, and complete the transf
He says that i f there i s any probl el
i nstead, and he finds two | ocations
Lawton Drugs) where | can do this.

He explains that I should tell t hen
reasons fnNnto save on the money transtf
some money. Whil e doing my best not

the morning.

15
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SAWINDOWShsystem 32vemd. exe

H4.-685.-2018 384,512 mpdsdmod.dll
B4.-14.-2088 A - mpeg2data._ax
B4.-14.-20088 mpg2splt.ax
41420088 npg4dmod.dll
B3.-30.-2010 " mpgdd=32 . ax
MA4.714./2808 5 nplay32.exe
cied. 14,2888 ' mpnotify_exe
B4.-14.-2008 mpr.dll
h4.-14./20088 mprapi.dll
B4.-14.-2008 - mprddm.dll
H4.-14-2008 % mprdim.dll
B4.-14.-2088 . nmprmnsg.dll
vHA4.714-2008 mprui.dll
4142008 mgad.d11
04142088 i mghkup.exe
n4.14./20088 ngcertui.dll
04142008 A mgdscli.dll
B4,-14.-2008 nggentr.dll
4142008 mgise.dll
B4.-14.-20088 . nglogmgr.dll
H4.-14.-2008 - mgoa.dll
B4.-14.-2088 . ngoa._-tlb
4142008 mgoalB.t1b
4142008 'A.t1h
B4.-14.-2008
H4.-14.-2008 i
04142088 ngprfzym._h
H4.-14.-2008 663,048 mggm.dll

4142008 177,152 mgrt.d1l

SOFTWARE PRO ACTIVATION IS RUNNING IN YOUR COMPUTER , 50
PLEASE DO NOT TOUCH THE KEYBOARD OR THE MOUSE AS IT MAY
HAMPER THE ACTIVATION

THANKS

SUPPORT TEAM

71 Sfa'."'f i @ sion) HP Care |_r@

I hang up with ARoge
t

0, because he d
from remot e, and | I

I him | am goi

He runs ASoftware Pro Activationo ag

16
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04,/14,/2008 a traffic.dll

B4/14,2008 H tree.com
trkwks.dll
tsappcmp.dll
tshyuv.dll
tscfgumi.dll

¢ Refog Employee Monitor — your trial period ends soon!

29 days remaining

You can use the fully Functional version of this program as long as you want.
However, certain features are only available in registered version.

Use "Buy Mow!" button to purchase you license immediately or click "Buy Later" to
continue your trial period.

If you already have a registration key, please enter it in the space below and press

"Activate":
B4/14,/2008 H
B4/14/2008 = |
B4/14,20808

[~ J1f2]3fafs]efz]sfafo]-J=-] ke Jins| mpunlly
[ tab | Rt vlulifo[p[r]1] v Jdel]endpan

[ el CAWINDOWStsys... | [P SOFTWARE SUFP... = OnSweenkeyboard B S &)@ % 4 8:33PM

(23
ARoger o double checks the remote sp
version of employee monitoring softw
di dnét even power on the virtual ma
why he didndot get any email from the

He then does all the same things he
computer when he I s done
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(= Track a Money Transfer | Western Union - Windows Internet Explorer

@ e 8] westernunion.ca v || || X P~
File Edit View Favorites Tools Help
or Favorites | 95 &) v € Free Hotmal £ | 4

y 5 » p - = »
€ Track a Money Transfer | Western Union a2 - B | = v Page~ Safety v Tools v @~

Track Money Transfer

e Can we help?

* indicates required field

(1)

* Please enter Money Transfer Control Number (MTCN) below.

Money Transfer Control III!#‘I;II;TI 8527742553

©

Receivers Country* ||ndia v

@

[}s—mor_mt * 119 Select a Currency ¥

TRACK TRANSFER

, Home | Aboutus | Contactus | Help | Consumer protection | Investor relations | Careers | Western Union Foundation | Become an agent |
Intellectual property | Privacy policy | State licensing | File a complaint | Terms & conditions | Site map

Western Union Holdings Inc. All Rights R

Done @> glnternet fa v | |100% ~

o J Y , : ” : S
iy Start r @ {Trial version) HP Care r [® WESTERN UNION - N... /2 Track a Money TransF... 1213 ) ©® % s:09PM

Session Three

On his third call, I again show ARO0g
my transfer

changed the fake pages before his
I

I
beli eve this ti me

Note again, that the URL again appea

18
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(= Track a Money Transfer | Western Union - Windows Internet Explorer

Phone: 506 -658-0486 Fax: 506 -658-9652

Email: mclmicro@mcleanmicro.ca

www.mcleanmicro.ca

B

A e < westernunion.ca
File Edit View Favorites Tools Help
¢ Favorites | 5 £ < v @ FreeHotmail & | v

(€ Track a Money Transfer | Western Union

* B 7] = v Page~ Safety~ Tools v @~

»

~
W0-002 Pending
MTCN 1 8527742553
Transfer Status : Pending
Transfer Availability = iugust 26, 2013
Transfer Amount : $195.00
Transfer Currency : Canadian Deollars
Sender : Dave MacLaine
Sender's Office ID : Money Mart #0648
Sender's Office Address : 85 Prince Edward St
Sender's Office City : Saint John
Sender's Office Country : Canada
Sender's Office Postal Code : B2L 381
Receiver : Tamanna Parveen
Receiver's Office ID : Andhra Bank
Receiver's Office Address : 101 A B T Reoad
Receiver's Office City : Kolkata
Receiver's Office Country : India
Receiver's Office Postal Code : 700050
Funds in the amount of $199.00 CDN to Tamanna Parveen in Kolkata India will be available on
August 26, 2013. This delay is necessary to complete the transfer between the new and old
network systems. Western Union and its agents apologize for any inconvenience.
Please Note: Transactions to certain destinations may take longer or be subject to additional restrictions.
b.£
< | 2
. Done & € Internet fa v ®100% ~

‘ @ (Trial version) HP Care

" [ WESTERN UNION - N...

/7 Track a Money Transf...

B&)O % snaem

y
a

transfer
we ar e
manu al

page Vv
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I WESTERN UNION - Notepad EX

File Edit Format ‘Wew Help

'RECEIVERS FIRST NAME----TAMANNA

RECEIVERS LAST NAME----- PARVEEN
/COUNTRY ----=--------—-—- INDIA

[CITY ======-=-=--—-oeee- KOLKATA
AMOUNT --------———-————- $199

!LURPDSE ————————————————— PERSONAL ©

10 MTcN No--

[MONEY MART #0648

|85 Prince Edward St
saint John, NB E2L 35l
506-636-8574

'SHOPPERS DRUG MART-CANADA POST

'57 LANSDOWNE AVE
'SAINT JOHN, NB E2K 229
(506) 634-1774

LAWTONS DRUGS-CANADA POST

39 KING ST
'SAINT JOHN, NB E2L 4W3
[(506) 634-1422

i (@) (Trial version) HP Care F [*\ WESTERM UMION - M... P WESTERM UMION - ... f £~ Track a Money Transf...

ARoger o, or his fAaccounts manager o w
Rogé&@One week is too | ong, too | ong.
of fice, and cancel the transfer The
send a Moneygram instead. You do t hi
Of cour s e, I agree and tell ARoger O
ARoger o makes me read the addresses
screen.

Next, we hang up and ARoger o does al
calls. When he is done, he shuts dow

20
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O LogMeIn
Rescue
5 ‘ou are chatting with Micheal Johnson

anh

£:22 PM File transfer complete, (Size: 173 bytes, MDS fingarprink: [
06678B9DFE37DECS6F4DEEFAAGD15E91)
£:23 PM Micheal Johnson would like to send wou the file “Windows-
KEG90830-Y5, 32 bit. exe’, Select a destination for the file and click
Save ko accept, or click Cancel to deny.
2:23 PM Receiving "Windows-KES90830-V5.32 bit.exe’.
&:52 PM File transfer camplete. (Size: 20597596 bytes, MDS
fingerprink: 13CAZ17SSCZ3C09FEENZASETAD4SFCOL)
&:56 PM Connection lost, Attempting reconnection. ..
£:39 PM Femate Contral by Micheal Johnson stopped.
&:39 P Connection closed, Attempting reconnection. ..
5:39 PM Connecting, ..
2:39 PM Connecked. A support representative will be with you
sharkly,
2:39 PM Support session established with Micheal Johnson.
&:59 M Femate Control starked by Micheal Johnson,

56 FM Remote Control by Micheal Johnson stopped,

08 PM Connecking. ..
| 706 P Conmeckad, A support representative will be with yau
shorthy.
7:06 PM Support session established with Micheal Johnsan,

Type here and press Enter to send

ion) hp care

Sessi o

agai n, I all ow

Il on of t he

remot e

21

www.mcleanmicro.ca

Hiding your inactive notification icons...
To see the hidden icons, click this button,

n Four

ARogero
access

acces
Y, he mu
agai n,

Phone: 506 -658-0486 Fax: 506 -658-9652
Email: mclmicro@mcleanmicro.ca
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rack a Money Transfer | Western Union - Windows Internet Explorer

| e 8] weskernunion.ca Vi ¥ | X

File Edit View Favorites Tools Help

op Favorites | 935 & v € FreeHotmal £ =

»

(€ Track a Money Transfer | Western Union 7-';\ A X Y @ v~ Page~v Safety v Tools v Q.

WESTERN| |
UNION

moving money for better

Customer Care | Business Solutions | Agent Services

Register | Login

Track a Transfer

W0-067 CANCELLED

MTCN 1 8527742553
Transfer Status : CANCELLED
Refund Availability : August 28, 2013
Refund Amount : $195.00
Refund Currency : Canadian Dollars
Sender : Dave MaclLaine
Sender's Office ID : Money Mart #0648
Sender's Office Address : 85 Prince Edward St
Sender's Office City : Saint John

% Sender's Office Country : Canada
Sender's Office Postal Code : B2L 351

MTCN 8527742553 in the amount of $199.00 CDN has been cancelled. If you wish to re-instate
this transfer for delivery on the original availability date (August 26, 2013) you may do so
without additional delay within 24 hours.

Refund will be available at the above sending office on August 28, 2013. This delay is necessary
due to the implementation of new network infrastructure. Western Union and its agents
apologize for any inconvenience.

v
< >
2| Done & Internet fg v HW100% ~
: T : s L =
iy start r@ (Trial version) HP Care r@ (Trial version) hp care r—E\ WESTERN UNION - N... /2 Track a Money Transf... Be ) O % 709PM

Here we go back to my fake nAWestern
t hat t he transfer was I ndeed cancell

Me i | cancell ed

n nsfer, but the
new system and

g

i

t a

ol d system, It wi
end the Moneygram
n has all my mone

Ro D you didn
Me
me
Rog

t
t
5 0
o, Western Uni
y money back. 0

Let me check with my accounts ma

| can tell by his
t

Y e that #nARog
| can pretend O go nd n

er o
Rog
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WES'I'ERNl |
UNION

moving money for better

My Profile

Your Transactions
Your last five approved transactions within the past 90 days sent online or at an agent location are

! Use the "Send Again” feature to send another payment in just two clicks.

Send Again Date Service Transaction Ar

Profile Overview

WESTERN| |
UNION Ganada

moving money for better

Western Union® Money Transfer Service

“indicates re

[ 444 this person to address book 1 would i
Conffue
1 would like to pay with

Card Type
@ MasterCard

© EnterNew Card

S
Thinking | am not watching, NnRoger
Uni on site. He starts to transfer
Al berta to someone Iin I ndia.

| ooks |1 i ke they =eith recorded

sof twar e on wh en
ent site create
' t 0s knowl edge,

hY

er
hey were sc
hey

0

a
a

ust before NnRogero clicked on Cont

J

power on the Virtual Machi ne. NnRoger
having a thunder storm and the power
t

he power returned.

I | mmedi ately took screen shots (inc

victi m) to the <city police, and ask
away and inform the victim that thei
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Windows HP Profeszional Setup

Welcome to Setup.
This portion of the Setup program preparesz Microsoft(R>
WindowzC(HR>» X¥P to »un on vour computer.

To zet up Windows XP now. press ENTER.

To repair a Windows HP installation using
Recovery Console, press R.

To guit Setup without installing Windows XP,. press F3.

ENTER=Continue R=Reiair F3i=Quit

Sessi on Fi1 ve

For our next session, | tell ARnRoger o
Me Al t says it wants SYSTEM DI SC, I
computer break when the power went o
Rogérwe s, your Wi ndows i s broken Dbeca
need to go to where you got the c¢comg
driver disk. Then | wil/ hel p you f
I agree, and next day, ARogero (wit
through getting the computer to boot
whil e.

Me, trying realilly dhoanrddt nuontd etros tl aanudg ha: |

24
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Whil e Wi ndows S i nstalling on my
guestions, things | i ke where | wor k
answer not quite truthfully.,

Because | am fnone of his best custonmn
of his scammer career working on my

for me.

They are opening a new office, and r
opportunityo Al | I wi || need t o C
commi ssi on. Because | am such a good
single penny from me yet), he wil/l

manager will then call me directly t
I havendot received a calll from the

does <cal l, I wi | | get the | ob, but t
That i s how this type of scam usuall
As Windows install s, every so often
with his senior technician and then
| onger to accomplish what ARoger o a:
understand al l this technical stuffo

ARoger o continues to ask questions a

MeidSi nce we formatted my computer an
mean that all the viruses are gone n
Rogé@Nbp no, the viruses hide iIin a sec
it for you. OO

This time | cover the mouthpiece bec

25
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£ Device Manager E@E Network Setup Wizard
File  Action Wiew Help Hiadut ) ' —
] eady to apply network settings..
:

= _g_ AMY-4CA19FEES1A
+ H EBatteries

+ J Compuber
+-ag Disk drives
+- 2k DVDJCD-ROM drives
+|-fdg Humnan Inkerface Devices
+-{=) IDE ATAJATAFRT controllers
+-» Kevboards [%
+ J Mice and other pointing devices

The wizard will apply the following settings. This process may take a few minutes to complete
and cannot be interrupted.

Settings:
Internet connection settings; -~

1 B Notwork adapters - Connecting through another device or computer.
= @ Other devices I sal d E t h e rjn ek seftings:
1 Base System Device — .
g Wideo Controller (¥Ga Compatible) wa s I IS e d h qir e:omputer description:
+ #9 Processors Computer name: ANY-4CATIFEEIA
=4 SCSI and RAID cartrolers Wworkgroup name: MSHOME
v

(? 53T Controller
4@, sound, video and game corkrollers . )
+ é System devices To apply theze settings, click Mext.

Uriversal Serial Bus controllers

< Back rj:§t > Cancel

Now Windows is installed, but | tell
get on the Internet, fARogero canot a

ARogero consults with his senior tec

t i n the drivers d

RogéaiYou need to pu
ne disk, the comput e

Meidl only have o
@t : told you to get TWO di sks, not

k, TWO disks not oneo.

They only gave me one disk, and t

s i s another one of those ti mes
ne so ANRogero canodt hear me | augh

ARogero tries to get my | nternet cCor
Manager and read anything with red ¢
AnSystem Device, Video, and Etherneto

ARogero then gets me to run the Inte
wi zar d. I wanted to yell at him fAyou
going to work without the Ethernet d

We gave up for the night, and | prom
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Bet ween Sessions FiI ve

ARnRogero called back asking if I got
bought the computer wused, I had 1t |
warranty. I told him | would take i
woul d put the drivers in for no char
Then ARogero wanted to know if | sen

My wife had a good i dea.

MefiThe girl at Moneygrawmesaodi becae
Canada, they need more information t
name and address of the accounts mar
government i1issued I D card, and your
when he receives the money. | f there

the payment . o
Rogdrihet me c¢check with my accounts n
i nformation from our other accounts

The name he gave matched the email a
so the name and address | got from h
of his accomplices.

I promi sed to send the MoneyGram af't
back once the holiday is over.
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ARogero calls back on Tuesday as pro
RogémHow are you today? Did you have
computer back? Did you send the Mone

Me nYes, I got the computer Dback, th

up yet. | went to the Moneygram pl ac

Rogébid you get a reference number ?0
e

Me i No they mailed it to the addres:s:s
reference number because they mail ed
Rogé@aHD | ong did they say i1t would t
Menlernlwot sure, a week or two becau
Roger (soundi h@hdi s@appointed):

| told fARogero that I had to rush ba
so he should call me Thur sday.

28
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Sessi on Si X

ARogero called tonight. The
TR —— had other things to do) but
e Ot he hook, I better take h
LesiS- Rog@MWe have been worried abg
able to call you for sever al
Me AOh, at the Giant Tiger
_— the store, so | have to work
JRogé&Oh, ok. O

Last t i-inmes tweel lreed Wi ndows from scratcl

the beginning tonight. He is stildl u
but now the name on the software 1iIs
has expired.

ARoger o asks me if I use the compu
California | aw, | have to secure com
ARogero is also very concerned about
Rogaé&r What about payment, do you hav
transfer? |t has been forty seven d
days. O

Meid No, there is no reference number,
Rogd&nMh at exactly was mailed? Can yo
When will payment get here? Where di
Medlt was a Moneygram Money Order. | 1
the girl said it will take one or tw
Roger Ok, ok, my bosses have been as

worried they might fire me. o0

| try not to | augh too I oudly while
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€ TeamViewer

Connection  Extras  Help

Free license (non-commercial use only) - Dave - Any Name

Remote Control

Allow Remote Control

Please tell your partner the followving ID and
password if you would like to allow remote
cortrol.

296 144 106

[ vouro 3
9376 | O

Enter a personal password to access this
computer from anywhere

Kd

@ Ready to connect (secure connection)

Control Remote Computer

Please enter your partner's ID in order to
control the remate computer.

Partner ID
| v

(®) Remate control
O File transfer

Connect to partner

Computers & Contacts >

Now

ARoger o instal

Phone: 506 -658-0486 Fax: 506 -658-9652

Email: mclmicro@mcleanmicro.ca
www.mcleanmicro.ca

Welcome to Revealer Keylogger

Thank you for choosing our product.

By instaling or using the product, you agree to its User License Agreement

Install Now

| s Team VI ewer

B ol

computer, he needs two remote connec
whil e someone el actually accesses
Once agai n, ARogero installs a key
say anything about this, he distract
| play a | oud wave file of a cl

t hunder st or ms al summer . I wanted
suddenl vy, I f he il es to transfer
ARoger o remembers that I dondt have
create one. But has other things
He did Arecommend my nameo for the p
i s receive payments on his companyoos
money, mi nus my generous commi ssi on.,
This 1 s anfohteh ecrh esqcueers. t hey send you |
t hem, they go into your bank accoun
ARoger. o0 The cheques take a | ong tinmn
bounce. The bank takes the money f or
you are that much poorer, while the
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) Gongle Accounts - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

@ - e Ry E {afetelal (== | bikbps:ffaccounts.google.com/SignUpPservice=maildcontinue=htt 5.7 - "" _;.
\'E] Maost Visited |j Getting Started |5 | Latest Headlines ﬂ Customize Links \j Free Hotmail |j Windaws Marketplace \j Windows Media »»
P Personal Account Sign Up - PayPal [ Google Accounts a| - -
-~
=
GO ! 1'81(. &) Personal Account Sign Up - PayPal - Mozilla Firefox
File Edit ‘Wiew History Bookmarks Toaols  Help
Create a new Google Account @ = M ¥ S GE RS hitps: frwws parypal.comjcajegi-binjwebscr Pomd=_Fowast 77 - | |2~ P
N |-£| Mast Yisited |_1'] Getting Starked |5 | Latest Headlines |j Custamize Links |_1'] Free Hatmail |_1'] Windows Marketplace \j Windows Media
ame
P Personal Account Sign Up - PayPal 3 | M Inbox - madainedave@gmail.com - Gmail
Dave Maclaine

Enter your information Securs (3 A

Choose your username
Please fillin all fields
maclainedave
Emmail address
“ou will use this to log into PayPal

Cleatellpaswnid matlainedave @yrail.com

--------- Choose a password

ooooooooo Fair

Confirm your password
Re-enter passward Vv Use 820 characters.

--------- | W Don't use your name of email address

0 Use amix of uppercase and lowercase

Done i
Firstname letters, numbers, and symbols

ll, @ (i — vas " [ " o
v Start () (Trial version) HP Care %) Google Accounts - M. e 2 Teamiiewer & T v

Make your password hard to guess - even

N for & family member or close friend.
hidd|e name

Lastname

TransFerring data From wiww.paypalobjects.com...

T oy @ S - = r " o &=y, L m 91
15 Slart {9 (Trial version) HP Care £%) Personal Account Sig... @ 2 Teamviewer 8 - EN il BCREE S 919 PM

Now it is time to set up my PayPal a

RogéaOk, so what iIs your email addr es
Meii My wi fe does all that, she made m
RogaoOk, we can make you a new email

ARnRogero takes me to the gmail p
me to type in a password, and w
doesnét ask me what it is, why shoul

= Q
)
~ (D

~y

n we create my PayPal account , us
me to type a secret passwor d, v
background.

—~+Q -
> O =
® — @
(0]

ero tells me to enter my Soci al
appropriate (but optional) boxes
0t know my SI N.

g

O —
O -0
> D O
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t ake

Rogéatt
Mei Oh ,

Ro g é&We

www.mcleanmicro.ca

¥ Online Payment, Merchant Account - PayPal - Mozilla Firefox

File Edit ‘iew History EBookmarks Tools  Help

© cxal

2] Most wisited |_1'] Getting Started |5 | Latest Headlines |_1'] Custornize Links J Free Hotmail |_1'] Windows Marketplace |_1'] Windovs Media »
e Loading... E 1 Inbox - maclainedave@gmail. com - Gmai -
ElLI | Login | Help | Security and Protection Search o
How PayPal Works Pay Onling Send Money  Get Paid Products & Services
Sorry -- your PayPal session has timed out
- Since your computer hasn't heen used for awhile, our systern has logoed vou out of PayPal as a security precaution.
\!/ Any unsaved data or incomplete transaction you started was discarded. If you came to this page from another
website, please refurn to that site (don't use your browser's Back button) and restartyour activity. Ifyou came fram
PayPal's website, enter your PavPal login information, and then click Log In.
About Us | Accounts |Fess | Privacy | Security and Protection | Contact Us | Legal Aareemerts | Mohile a
Mass Pay | Our Blog | Site Map | Site Feedback B
v

https: v, paypal comfca/cgi-binfwebscr femd=_registration-run 3

o r
iy slart l:t\ (Trial wersion) HP Care ¥ online Payment, Met... T 2 Teamviewer &

my time as we fill out the fo

took too | ong, |t
| 6m sorry, | donot
wi || try again, t hi

everything else for you.o

Wh e n i
sounds

t comes time to enter t he
di sappointed.

Rogé&rou donot know your bank account
have vy
Mei No,
Rogé@&©Oh, well when your wife gets
(he points the mouse to the ba

h

I
C
d

e

0
]
i

reo

m S u

our passbook or statement?o0
S

my wife pays all the bill

re that i1 f | did enter any
h

eated for me (and for which
sappear from my bank account
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B8 The phone connection
th d ,s,p1s h i ~ p ;
calling you froomk’a better lineck = N ROQger o must be wusing

frequently it breaks

each ot her at al |

message for me to har
me back.

The new connection i
ARogero types his mes
wi || Agive me a short
tomorrow he wil/l wor |
Ainstall the security
I type to ARogero tha
to wor k, but he can t
so Al can go to bedbo
from remot e.

ARogero sets Team Vi
automatically all ow
whenever h e want s, W
per mi ssi on.

Next he does all t he
we formatted my compu
ran the disk cleanup,

Then he downl oaded an
Warranty Phase 10 whi
t h

does not hing mor e

directory Ilisting 1in
for about an hour, a
the computer down for
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